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Introduction

Intrusion detection and classification have become fundamental components of mod-
ern network security due to the rapid growth of interconnected systems and the increas-
ing sophistication of cyberattacks. Traditional security mechanisms such as firewalls and
signature-based detection tools are inadequate for identifying complex and previously un-
seen threats, leading to a growing reliance on Intrusion Detection Systems (IDS) [ravi2022,
bowen2023]. Among different IDS paradigms, anomaly-based IDS play a crucial role
by modeling normal network behavior and detecting deviations that may indicate novel
or zero-day attacks [thakkar2022]. However, the effectiveness of anomaly-based IDS
is strongly influenced by the quality and dimensionality of input features, where high-
dimensional and redundant data often result in increased false positive rates and compu-
tational overhead [umar2020]. Although conventional feature selection methods—Hfilter,
wrapper, and embedded techniques—have been widely used, they struggle to handle non-
linear and high-dimensional network traffic efficiently [1i2021]. To address these chal-
lenges, metaheuristic optimization algorithms such as Particle Swarm Optimization (PSO),
Genetic Algorithms (GA), and Grey Wolf Optimization (GWO) have been explored for
IDS feature selection due to their global search capabilities [laamari2014, zhang2019].
Despite its advantages, standard GWO employs a static leadership hierarchy, which limits
adaptability and may cause premature convergence in dynamic cybersecurity environments
[gondalia2025]. Motivated by these limitations, this research proposes a Dynamic Grey
Wolf Optimization (DGWO)-based framework to enhance feature selection effectiveness,

robustness, and interpretability in anomaly-based IDS.
Problem Description and Research Gap

Traditional intrusion detection approaches predominantly rely on signature-based meth-
ods that are effective for identifying known attack patterns but fail to detect zero-day or
previously unseen threats, necessitating the use of anomaly-based Intrusion Detection Sys-
tems (IDS). Although anomaly-based IDS offer the capability to detect novel attacks by
modeling deviations from normal network behavior, their practical deployment is hindered
by high false positive rates, scalability challenges, and reduced efficiency when process-
ing high-dimensional and heterogeneous network traffic data. Feature selection has been
widely adopted to mitigate these issues; however, conventional filter, wrapper, and em-
bedded techniques struggle to handle nonlinear relationships and dynamically evolving cy-
bersecurity datasets. Metaheuristic-based feature selection methods such as Genetic Algo-
rithms, Particle Swarm Optimization, and standard Grey Wolf Optimization have shown

promise, yet they remain limited by static search behavior, premature convergence, and



poor adaptability to changing attack patterns. Furthermore, existing IDS research largely
prioritizes detection accuracy while overlooking two critical gaps: computational efficiency
required for real-time operation and interpretability necessary for analyst trust and practical
adoption. Consequently, there is a clear research gap in developing an anomaly-based IDS
framework that simultaneously achieves adaptive feature selection, reduced computational
overhead, low false positive rates, and model interpretability, while maintaining robustness

and generalization across diverse network environments.
Motivation

The motivation for this research arises from the growing dependence on Intrusion De-
tection Systems (IDS) to safeguard modern networks against increasingly complex and
evolving cyber threats. Machine learning and deep learning techniques have shown signif-
icant promise in anomaly-based intrusion detection by effectively modeling nonlinear pat-
terns in high-dimensional network traffic data, achieving strong performance on benchmark
datasets such as NSL-KDD and UNSW-NB15. However, the presence of redundant and ir-
relevant features often degrades detection accuracy, increases computational cost, and lim-
its model robustness, making feature selection a critical challenge in IDS design. Although
metaheuristic optimization methods such as Genetic Algorithms, Particle Swarm Optimiza-
tion, and Grey Wolf Optimization have been applied to address this issue, their static search
behavior and susceptibility to premature convergence reduce adaptability in dynamic threat
environments. Moreover, beyond predictive performance, real-world IDS deployment de-
mands computational efficiency and interpretability to support real-time monitoring and an-
alyst decision-making. Integrating explainable Al techniques, such as Local Interpretable
Model-agnostic Explanations (LIME), with optimization-driven feature selection provides
an opportunity to enhance both trust and usability. These considerations motivate the de-
velopment of a dynamic, efficient, and interpretable IDS framework that overcomes the
limitations of existing methods while meeting the practical requirements of modern cyber-

security systems.
Problem Statement

Security risks associated with increasingly sophisticated cyberattacks pose a serious
challenge to modern networked systems, particularly as attackers continuously adapt their
strategies to evade traditional defense mechanisms. Anomaly-based Intrusion Detection
Systems (IDS) driven by machine learning and deep learning have shown strong potential
for detecting both known and unknown attacks; however, these systems remain vulnerable
to high false positive rates, excessive computational overhead, and performance degrada-
tion caused by redundant and high-dimensional network features. Existing feature selection

methods and static metaheuristic algorithms often fail to adapt to dynamic traffic patterns



and evolving attack behaviors, leading to premature convergence and suboptimal detection
performance. Moreover, the lack of interpretability in many high-performing IDS mod-
els limits their practical adoption, as security analysts require transparent and explainable
decision-making to trust and act upon system alerts. Therefore, there is an urgent need to
develop an adaptive, computationally efficient, and interpretable IDS framework that can
robustly select meaningful features, generalize across diverse attack scenarios, and provide

reliable intrusion detection in real-world, dynamic cybersecurity environments.
Objectives

The primary objectives of this research are highlighted below:

* To design a Dynamic Grey Wolf Optimization (DGWO) algorithm that adapts lead-
ership based on recent fitness trends, thereby enhancing the balance between explo-

ration and exploitation.

* To apply DGWO for feature selection in Intrusion Detection Systems and evaluate its
effectiveness across both binary and multiclass classification tasks using benchmark

datasets.

* To compare DGWO-selected feature subsets with standard GWO and full-feature

baselines using diverse machine learning and deep learning classifiers.

* To incorporate explainable Al (XAI) methods such as Local Interpretable Model-
agnostic Explanations (LIME) to interpret the selected features and validate their

relevance for security analysis.

* To propose a new Efficiency Index that jointly considers accuracy, Fl-score, and

execution time, thereby providing a holistic performance assessment of IDS models.

Scope

The primary scope of this research is the development of an anomaly-based intrusion
detection framework that integrates Dynamic Grey Wolf Optimization—based feature selec-
tion with machine learning and deep learning classifiers for robust cyberattack detection
and classification. The study focuses on benchmark network intrusion datasets, namely
NSL-KDD and UNSW-NBI15, to evaluate the effectiveness of the proposed approach across
both binary and multiclass intrusion detection scenarios. To address the challenges of high-
dimensional and heterogeneous network traffic data, the research investigates optimization-
driven feature selection for reducing redundancy while preserving attack-relevant informa-
tion. Multiple classifiers, including Random Forest, Support Vector Machine, XGBoost,

and Deep Neural Networks, are employed to assess detection performance, computational



efficiency, and generalization capability. Furthermore, the scope includes the integration
of explainable Al techniques, specifically Local Interpretable Model-agnostic Explanations
(LIME), to validate the interpretability and semantic relevance of selected features. The
evaluation is carried out using comprehensive performance metrics such as accuracy, F1-
score, false positive rate, execution time, and the proposed Efficiency Index (EF), ensuring
the practical relevance and applicability of the framework to real-world intrusion detection

environments.
Research Methodology for Work Done

The research primarily focuses on the development of a Dynamic Grey Wolf Optimiza-
tion—based Feature Selection (DGWO-FS) framework designed to enhance the performance
of anomaly-based Intrusion Detection Systems. The proposed methodology integrates an
adaptive leadership strategy within the standard Grey Wolf Optimization algorithm to over-
come static search behavior and premature convergence, enabling effective selection of
discriminative and semantically relevant network features. The selected feature subsets are
evaluated using multiple machine learning and deep learning classifiers, including Random
Forest, Support Vector Machine, XGBoost, and Deep Neural Networks, to assess detec-
tion accuracy, robustness, and generalization across diverse attack scenarios. To ensure
interpretability and practical applicability, the framework incorporates explainable Al tech-
niques, specifically Local Interpretable Model-agnostic Explanations (LIME), which pro-
vide instance-level explanations and validate the relevance of selected features in intrusion
detection decisions.

To support the primary contribution, comprehensive data preprocessing and feature en-
gineering strategies are employed to handle the heterogeneity and high dimensionality of
network traffic data. These include data normalization, categorical feature encoding, class
imbalance handling, and noise reduction to improve data consistency and learning effi-
ciency. The proposed DGWO-FS framework is evaluated on benchmark datasets such as
NSL-KDD and UNSW-NB 15 under both binary and multiclass classification settings. Per-
formance is measured using accuracy, F1-score, false positive rate, execution time, and the
proposed Efficiency Index (EF), demonstrating that the methodology achieves improved de-
tection performance, reduced computational cost, and enhanced interpretability compared

to baseline feature selection and classification approaches.



Conclusion

The conclusion of this research work is presented in this section, summarizing the key
findings and contributions achieved through the proposed methodology. The subsequent
section outlines potential directions for future research.

Intrusion detection remains a critical component of modern cybersecurity infrastruc-
tures due to the continuously evolving nature of cyber threats and the limitations of tradi-
tional security mechanisms. This research proposed a novel and adaptive anomaly-based
intrusion detection framework that integrates Dynamic Grey Wolf Optimization—based Fea-
ture Selection (DGWO-FS) with machine learning and deep learning classifiers to enhance
detection accuracy, computational efficiency, and interpretability. By addressing the static
leadership limitation of conventional Grey Wolf Optimization, the proposed DGWO-FS
framework demonstrated improved adaptability, reduced premature convergence, and more
effective exploration of the feature search space across diverse network traffic patterns.

Extensive experimental evaluation on benchmark datasets, including NSL-KDD and
UNSW-NBI15, under both binary and multiclass classification scenarios, confirmed the
effectiveness of the proposed approach. The results showed consistent improvements in
accuracy and F1-score, significant reductions in false positive rates, and noticeable gains
in execution time when compared with full-feature models and baseline metaheuristic ap-
proaches. To provide a holistic assessment of performance that balances predictive effec-
tiveness and computational cost, a novel Efficiency Index (EF) was formulated and vali-
dated, demonstrating the superiority of DGWO-FS in achieving an optimal trade-off be-
tween detection quality and runtime efficiency.

Furthermore, the integration of explainable Al through Local Interpretable Model-agnostic
Explanations (LIME) validated that the features selected by DGWO-FES are not only statisti-
cally significant but also semantically meaningful and aligned with human-understandable
attack behaviors. This interpretability enhances trust, transparency, and practical appli-
cability of the proposed IDS framework, addressing a major limitation of many existing
machine learning and deep learning—based intrusion detection solutions.

The problem statement of this research was defined as follows:

“To develop an adaptive, computationally efficient, and interpretable anomaly-based
intrusion detection framework that can effectively reduce feature dimensionality, minimize
false positives, and generalize across diverse and evolving cyberattack scenarios.”

A comprehensive literature survey was conducted to identify existing limitations in
feature selection and IDS design, leading to the development of the DGWO-FS frame-
work combined with multiple classifiers and explainability mechanisms. All the objec-

tives outlined in this research were successfully achieved, including adaptive feature se-



lection, improved detection performance, reduced computational overhead, and enhanced
interpretability. Overall, the proposed DGWO-FS—based IDS framework offers a scalable,
robust, and practical solution for modern network security environments and provides a
strong foundation for future research in optimization-driven and explainable intrusion de-

tection systems.
Outcome of Research Work

The primary aim of this research was to design and develop an adaptive, computation-
ally efficient, and interpretable anomaly-based Intrusion Detection System (IDS) capable of
accurately detecting and classifying cyberattacks in high-dimensional and dynamic network
traffic environments. The proposed framework emphasizes optimization-driven feature se-
lection, robustness across diverse datasets, and practical deployability through reduced false
alarms and execution time. This section presents a detailed description of the research ob-
jectives and their corresponding achievements.

Objective 1: To investigate and analyze existing anomaly-based IDS techniques, fea-
ture selection strategies, and metaheuristic optimization algorithms used for network intru-
sion detection.

Achievement 1: To accomplish this objective, an extensive literature survey was con-
ducted covering traditional and learning-based IDS approaches, with a particular focus
on feature selection techniques and metaheuristic algorithms such as Genetic Algorithms
(GA), Particle Swarm Optimization (PSO), and standard Grey Wolf Optimization (GWO).
The analysis highlighted critical limitations in existing methods, including static search be-
havior, premature convergence, high false positive rates, and lack of interpretability. This
study provided a clear understanding of current research gaps and motivated the develop-
ment of a dynamic and adaptive feature selection framework for IDS.

Objective 2: To propose a novel Dynamic Grey Wolf Optimization—based Feature Se-
lection (DGWO-FS) framework that overcomes the limitations of static metaheuristic algo-
rithms.

Achievement 2: To fulfill this objective, a Dynamic Grey Wolf Optimization (DGWO)
algorithm was developed by introducing an adaptive leadership mechanism that dynami-
cally updates the alpha, beta, and delta wolves across iterations. This approach improved
exploration—exploitation balance and reduced premature convergence during feature selec-
tion. The DGWO-FS framework effectively reduced feature dimensionality while preserv-
ing semantically relevant and attack-discriminative features, resulting in improved detec-
tion performance and computational efficiency compared to standard GWO and full-feature
baselines.

Objective 3: To integrate multiple machine learning and deep learning classifiers with

DGWO-FS for robust intrusion detection and classification.



Achievement 3: The proposed DGWO-FS framework was integrated with multiple
classifiers, including Random Forest, Support Vector Machine, XGBoost, and Deep Neu-
ral Networks. Extensive experiments were conducted under both binary and multiclass
classification settings to evaluate robustness and generalization capability. The results
demonstrated consistent improvements in accuracy, Fl-score, and reduced false positive
rates across classifiers, confirming the effectiveness of DGWO-FS in enhancing IDS per-
formance under diverse attack scenarios.

Objective 4: To validate the proposed framework on benchmark intrusion detection
datasets and evaluate its computational efficiency.

Achievement 4: The proposed methodology was empirically validated using widely
adopted benchmark datasets, namely NSL-KDD and UNSW-NB15. Comprehensive pre-
processing, normalization, and feature engineering steps were applied to ensure data con-
sistency. Performance evaluation using metrics such as accuracy, F1-score, false positive
rate, execution time, and convergence behavior confirmed that DGWO-FS outperformed
baseline feature selection approaches while significantly reducing computational overhead,
making it suitable for real-time IDS deployment.

Objective 5: To enhance the interpretability and trustworthiness of the IDS using ex-
plainable Al techniques.

Achievement 5: To address interpretability, the framework incorporated Local Inter-
pretable Model-agnostic Explanations (LIME) to analyze and validate the contribution of
selected features at the instance level. LIME-based explanations demonstrated that the
features selected by DGWO-FS are not only statistically significant but also semantically
meaningful and aligned with human-understandable attack behaviors. This enhanced trans-
parency and trust in the IDS decision-making process.

Objective 6: To propose a unified performance evaluation metric that jointly considers
detection effectiveness and computational efficiency.

Achievement 6: A novel Efficiency Index (EF) was formulated by combining accuracy,
Fl-score, and execution time into a single metric. The EF index provided a balanced as-
sessment of IDS performance and clearly demonstrated the superiority of DGWO-FS over
full-feature and baseline approaches across datasets and classifiers. This index offers a
practical tool for evaluating IDS suitability in resource-constrained and real-time environ-
ments.

In summary, all the objectives outlined in this research were successfully achieved.
The proposed DGWO-FS-based IDS framework delivers improved detection accuracy, re-
duced false positive rates, enhanced computational efficiency, and meaningful interpretabil-

ity, thereby providing a scalable and robust solution for modern intrusion detection systems.



Key Findings

* Effectiveness of Optimization-Driven Feature Selection: This study demonstrates
that optimization-based feature selection significantly improves anomaly-based IDS
performance by reducing feature dimensionality while preserving attack-discriminative
information. Dynamic Grey Wolf Optimization (DGWO) outperforms traditional
feature selection methods and static metaheuristics by adapting to evolving network

traffic patterns.

* Improved Detection Accuracy and Reduced False Positives: The proposed DGWO-
FS framework consistently achieves higher accuracy and F1-score, along with sub-
stantial reductions in false positive rates across both binary and multiclass intrusion
detection tasks on NSL-KDD and UNSW-NB15 datasets.

* Enhanced Computational Efficiency for Real-Time IDS: By selecting a compact and
informative feature subset, DGWO-FS significantly reduces execution time and im-
proves convergence speed across multiple classifiers, making the framework suitable

for real-time and resource-constrained intrusion detection environments.

* Generalization Across Classifiers and Datasets: Experimental results confirm that
DGWO-FS exhibits robust generalization when integrated with diverse classifiers,
including Random Forest, SVM, XGBoost, and Deep Neural Networks, and main-

tains consistent performance across heterogeneous datasets and attack types.

* Interpretability Through Explainable Al: The integration of Local Interpretable Model-
agnostic Explanations (LIME) validates that the features selected by DGWO-FS are
semantically meaningful and aligned with human-understandable attack behaviors,

enhancing trust and transparency in IDS decision-making.

» Balanced Performance Evaluation Using Efficiency Index (EF): The proposed Effi-
ciency Index (EF), which jointly considers detection effectiveness and computational
cost, provides a comprehensive performance assessment and highlights the practical

superiority of DGWO-FS over full-feature and baseline approaches.

Future Work

The proposed Dynamic Grey Wolf Optimization—based Feature Selection (DGWO-
FS) framework establishes a strong foundation for efficient, adaptive, and interpretable
anomaly-based intrusion detection. However, several promising directions remain open for

future research. Extending the evaluation to larger, more diverse, and real-time network



traffic datasets, including emerging IoT and cloud-based environments, will further vali-
date the scalability and generalizability of the proposed approach. Future work may also
explore the integration of DGWO-FS within end-to-end security monitoring systems, such
as Software-Defined Networking (SDN) and edge-based intrusion detection architectures,
to assess real-time detection capability and operational reliability.

Additionally, incorporating online or incremental learning mechanisms can enable the
IDS to dynamically adapt to evolving attack patterns without requiring complete retrain-
ing. Hybridizing DGWO with other adaptive or self-learning optimization strategies may
further enhance exploration—exploitation balance under highly dynamic threat landscapes.
Expanding explainability through advanced XAl techniques beyond LIME, such as SHAP
or counterfactual explanations, could provide deeper insights into IDS decision-making and
strengthen analyst trust. Finally, developing lightweight and energy-efficient variants of the
DGWO-FS framework for deployment in resource-constrained environments, such as [oT
and edge computing platforms, represents a valuable direction for advancing practical and

scalable intrusion detection solutions.
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