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Introduction  

 

Introduction 

Advanced Persistent Threat (APT) is a highly sophisticated type of cyber-attack where the 

intruder is not looking for a quick financial pay-out but rather aims to remain undetected within 

a network for an extended period. Unlike standard computer viruses that might "smash and 

grab" data randomly, an APT is comparable to a silent spy hiding inside a building. These 

attackers are typically well-resourced teams—often funded by nation-states or large criminal 

organizations—who use complex, custom-made tools to steal sensitive secrets, conduct 

espionage, or damage critical systems over the course of months or even years [1]. 

The term "persistent" is the defining characteristic of this threat; if these attackers are blocked 

by a firewall or antivirus, they do not simply give up. Instead, they adapt their methods and try 

different entry points until they regain access. Recent studies indicate that these threats have 

evolved to use "multi-stage" attack behaviours. This means they break in, hide, move quietly 

between different computers (lateral movement), and finally steal data in separate, careful steps 

to avoid setting off traditional security alarms [2]. 

Defining Advanced Persistent Threat 

To truly grasp the gravity of APTs, it's essential to dissect their core attributes: 

• Advanced: These threats are executed by highly skilled and well-resourced teams, 

often state-sponsored or organized criminal syndicates. They employ custom malware, 

zero-day exploits, and sophisticated social engineering tactics tailored to their specific 

targets. Their techniques are constantly evolving, making them exceptionally difficult 

to detect with signature-based defenses. 

• Persistent: Unlike 'smash-and-grab' operations, APTs maintain a long-term presence 

within compromised networks. Their objective is not a quick hit but sustained access, 

allowing them to gather intelligence, exfiltrate data incrementally, or prepare for future 

disruptive actions. This persistence means they can survive reboots, system clean-ups, 

and even some security patches. 

• Threat: APTs pose a significant danger due to their specific targeting, high impact, and 

potential for extensive damage. They are not random; they target specific organizations 

or individuals, often with strategic geopolitical or economic motives. The consequences 

can range from massive financial losses and reputational damage to national security 

compromises and the disruption of critical services. 
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The dynamic nature of these threats means that our understanding must constantly evolve. They 

adapt to new defenses, leverage emerging technologies, and exploit novel vulnerabilities. This 

continuous evolution underscores the critical need for ongoing research to stay ahead of the 

curve. 

The Evolving Landscape of APTs 

To understand the current state of APTs, researchers must first look at their history. Before the 

rapid digital shifts of 2020, APTs were already considered the most dangerous class of cyber 

threats. APT campaigns were often defined by the long-term espionage tactics of groups like 

APT1, APT28, etc. These actors typically used "spear-phishing" emails to trick employees into 

downloading custom malware. Defense strategies in this era focused on spotting these 

malicious files at the network perimeter.  

In the decade leading up to 2020, these attacks were also primarily defined by their "low and 

slow" approach. Unlike standard computer viruses that tried to spread quickly, APT actors—

usually working for governments or powerful criminal groups—focused on remaining hidden. 

Their main goal was espionage. They would spend months or even years quietly sitting inside 

a government or corporate network to steal secrets. During this era, defense strategies relied 

heavily on protecting the network perimeter, or the "outer wall" of an organization. Defenders 

focused on stopping malware from entering and preventing data from leaving [3]. 

Furthermore, recent activities by groups like Volt Typhoon have popularized "Living off the 

Land" (LotL) techniques. Rather than installing custom viruses that security scanners can see, 

these attackers use the computer's own administrative tools—like PowerShell or Windows 

Management Instrumentation—to carry out their commands. This makes a cyber-attack look 

almost identical to routine system maintenance, rendering traditional antivirus tools largely 

useless. 

However, the period from 2020 to 2025 marked a significant change in how these attackers 

operate. The global rush to move work and data to the cloud created a much wider area for 

attackers to target. Recent studies show that APT groups have moved away from simply 

breaking down the front door. Instead, they now focus on "supply chain" attacks. In these 

scenarios, attackers compromise a trusted software vendor or service provider to gain easy 

access to the actual targets, effectively bypassing traditional security walls entirely [4]. 

Furthermore, the tools used by these attackers have evolved to become even stealthier. Modern 

APTs increasingly use a technique known as "Living off the Land" (LotL). Rather than 

installing custom malicious software that antivirus programs might spot, attackers now use the 

legitimate tools already present on a computer system (like administrative commands) to carry 
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out their attacks. This makes their activities look like normal system administration work, 

rendering them nearly invisible to older security tools. This shift means that protecting a 

network is no longer just about building a strong wall; it requires intelligent systems that can 

spot unusual behaviour from trusted users and tools [5]. 

The constantly evolving and highly sophisticated nature of Advanced Persistent Threats 

highlights the importance of on-going research in detection and response strategies. As 

attackers continuously refine their techniques, relying on existing defense mechanisms alone 

is no longer sufficient. Several key challenges in current security systems require focused 

academic and practical investigation. 

• The Detection Challenge: Balancing False Alerts and Missed Attacks 

One of the major issues in AI-based APT detection is maintaining a balance between false 

positives and false negatives. Excessive false alerts can overwhelm security teams and reduce 

confidence in detection systems, while missed attacks can result in serious security breaches. 

Research is needed to design methods that reduce unnecessary alerts without weakening the 

system’s ability to detect genuine threats. 

• The Black-Box Issue: Explainability and Analyst Trust 

Although deep learning models provide high detection accuracy, their lack of transparency 

limits their practical usefulness. Security analysts often cannot understand the reasons behind 

an alert, making investigation and decision-making difficult. Research into explainable AI 

techniques is therefore essential to provide clear and meaningful explanations, link detections 

to specific stages of the APT lifecycle, and build trust between automated systems and human 

analysts. 

The Research Gap  

 Based on the review of existing literature, specific gaps have been identified. These gaps 

highlight the limitations of current detection systems and justify the need for the novel 

frameworks introduced in this study. 

Gap 1: The Trade-off between Accuracy and Efficiency 

While Deep Learning (DL) models like Transformers and dense Neural Networks have 

achieved high detection rates, they often suffer from excessive computational complexity. 

Research indicates that many state-of-the-art Intrusion Detection Systems (IDS) require 

significant processing power and memory, making them unsuitable for real-time deployment 

in resource-constrained environments like IoT devices or edge gateways [17].  
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Existing studies frequently prioritize raw accuracy over inference speed, resulting in systems 

that can detect threats but cannot do so quickly enough to stop them in a high-speed network 

environment. There is a distinct lack of "lightweight" architectures that maintain high detection 

performance without demanding heavy graphical processing units (GPUs). 

Gap 2: Lack of Holistic Spatiotemporal Analysis 

Most current APT detection models analyze network traffic in isolation—either looking at 

individual packets (temporal) or the connection map of the network (spatial)—but rarely both 

simultaneously. Traditional Autoencoders or Recurrent Neural Networks (RNNs) often fail to 

capture the complex, multi-stage nature of APTs because they treat network events as 

independent sequences rather than interconnected activities occurring across a graph structure 

[18]. The literature reveals a gap in effectively combining "spatial" features (how Device A 

connects to Device B) with "temporal" features (how this connection changes over weeks), 

which is critical for detecting the "low-and-slow" lateral movement characteristic of 

sophisticated adversaries. 

Gap 3: The "Semantic Gap" in Explainable AI 

Although Explainable AI (XAI) tools like SHAP and LIME are increasingly used to interpret 

model decisions, they typically operate at a low technical level, highlighting specific features 

like "packet size" or "port number." However, these explanations often lack operational 

context, leaving security analysts to guess why those features matter [19]. There is a significant 

"semantic gap" in the literature: current frameworks rarely map these technical explanations to 

standardized behavioural frameworks like MITRE ATT&CK. Consequently, while an analyst 

might know which data point triggered an alert, they remain unable to instantly categorize the 

attack stage (e.g., distinguishing "Reconnaissance" from "Exfiltration"), delaying the incident 

response process. 

Gap 4: Inadequate Handling of Class Imbalance and Cost 

Cybersecurity datasets are inherently imbalanced, containing millions of benign records and 

only a handful of malicious ones. Standard machine learning algorithms, which treat all errors 

equally, tend to bias themselves toward the majority class (normal traffic) to maximize overall 

accuracy. This leads to the "accuracy paradox," where a model appears highly accurate (e.g., 

99%) simply by ignoring the rare attack events [20]. Existing research often relies on basic 

oversampling techniques (like SMOTE) to fix this, but these methods can introduce noise and 

overfitting. There is a critical need for "cost-sensitive" learning mechanisms that penalize False 

Negatives (missed attacks) more heavily than False Positives during the training phase itself, 

ensuring the model prioritizes the detection of high-risk threats. 
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To effectively bridge these critical gaps, this research proposes distinct models, each 

specifically engineered to overcome the limitations of existing detection systems. 

 Problem Statement 

This research aims to design and develop efficient, explainable, and spatiotemporally-aware 

machine learning frameworks that overcome the limitations of traditional AI defenses to 

accurately detect and interpret sophisticated, multi-stage APT campaigns. 

 Research Objectives   

1. To develop a lightweight and time-efficient machine learning model that reduces 

computational complexity for scalable APT detection. 

2. To design a spatiotemporal graph-based Autoencoder framework capable of capturing 

complex relational and temporal patterns in multi-stage APT attacks. 

3. To propose an explainable AI framework that enhances interpretability of APT 

detection results and aligns detected attack stages with the MITRE ATT&CK 

framework. 

4. To improve APT detection accuracy by incorporating cost-sensitive and bias-aware 

learning mechanisms aimed at minimizing false positives and false negatives. 

Research Methodology for Work Done 

Research methodology refers to a structured framework designed to achieve the research 

objectives and address the challenges associated with detecting APTs and mitigating the 

opacity of AI-driven defense mechanisms. The work done is summarized below: 

• A foundational understanding of the evolving dynamics of Advanced Persistent Threats 

(APTs) between 2020 and 2025 was established, focusing on their stealthy, identity-

centric, and multi-stage execution strategies. Research gaps concerning the failure of 

traditional signature-based perimeters and the "black-box" nature of modern AI 

defenses were identified to formulate clear defensive objectives. 

• A streamlined frontline defense mechanism, termed SWIFT KNN, was designed and 

implemented for high-traffic and resource-constrained edge environments. Linear 

Discriminant Analysis (LDA) was employed for dimensionality reduction, and the 

model was trained on a strategic 10% data subset to minimize computational overhead 

while retaining high detection accuracy. 
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• A comprehensive deep learning framework, the Spatiotemporal Graph Neural Network 

Autoencoder (S-TGNN-AE), was developed to identify complex cyber-attacks. This 

novel architecture integrated heterogeneous feature engineering by fusing temporal 

flow dynamics with graph-based network topology to uncover low-frequency, long-

term intrusions such as lateral movement. 

• Cost-sensitive learning strategies were incorporated into the core detection 

methodology. This mathematical prioritization was utilized to penalize the model for 

missing critical attacks, ensuring that high-impact, undetected breaches (False 

Negatives) were mitigated with greater urgency than minor false alarms (False 

Positives). 

• The XAI-APT Framework was proposed and integrated directly into the detection 

pipeline to bridge the gap between automated alerts and human investigation. 

Explainable AI techniques, specifically SHAP (Shapley Additive Explanations) and 

LIME (Local Interpretable Model-agnostic Explanations), were applied to decompose 

multidimensional risk scores and provide granular, feature-level transparency mapped 

across the cyber kill chain. 

• An integrated Explainable AI – Cost-Sensitive Learning (XAI-CSL) Framework was 

formulated to systematically mitigate operational biases in Security Operations Centers 

(SOCs). This approach paired XAI for the rapid validation of False Positives with cost-

sensitive models to aggressively eliminate high-risk False Negatives, establishing an 

accountable and operationally viable defense system. 

• The proposed architectures were empirically evaluated against rigorous benchmark 

network datasets, including BHKSU APT, DAPT 2020, CICIDS 2017, CSE-CICIDS 

2018, and DARPA TC. Performance metrics, specifically state-of-the-art detection 

rates and Macro F1-scores, were measured to validate the efficacy and resilience of the 

system against multi-stage adversaries. 

The overall research outcomes were synthesized to provide a robust blueprint for next-

generation cyber defense. The findings and methodological contributions were formally 

documented and disseminated through peer-reviewed, Scopus-indexed international journals 

and conferences. 

Research Contribution 

1. Designed and developed a light-weight ML model – SWIFT KNN, which reduces time 

complexity to enable practical and scalable APT detection. 
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2. Designed and developed S-TGNN-AE (Spatiotemporal Graph Neural Network 

Autoencoder), a novel, hybrid predictive analytics framework designed to significantly 

elevate APT detection capabilities. 

3. Designed and developed XAI-APT: A Novel Explainable AI Framework for Multi-

Stage APT detection and MITRE ATT&CK Interpretation that enhance transparency, 

analyst trust, and actionable decision-making. 

4. Designed and developed Explainable AI – Cost-Sensitive Learning (XAI-CSL) 

Framework: An improved APT detection strategy that explicitly reduces false positives 

and false negatives through bias-aware and cost-sensitive learning mechanisms. 

Have developed efficient and reliable APT detection frameworks as mentioned above, 

validated on benchmark datasets, for use in real-world, resource-limited environments. 
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Conclusion and Future Work  

 

The final section of this research synthesis brings together the empirical findings to offer a 

perspective on the future of persistent threat detection. By shifting the focus from isolated 

incidents to a continuous narrative of system behaviour, this work highlights the path toward 

more resilient digital infrastructures. 

Conclusion 

The primary objective of this research was to evaluate the efficacy of a multi-source data 

approach in identifying the elusive markers of Advanced Persistent Threats. The synthesis of 

results from the datasets underscores a fundamental shift in cybersecurity requirements: 

network-level monitoring, while essential for perimeter defense, is insufficient for the "low-

and-slow" manoeuvres that define modern espionage. 

The core findings of this thesis demonstrate that: 

• The Strength of Context: The integration of provenance-based features from the 

DARPA TC dataset provided a level of visibility into the "attack story" that traditional 

flow-based models could not achieve. By linking seemingly unrelated events across 

time, the proposed model successfully reduced false positives, which are the primary 

cause of analyst fatigue in security operations centers. 

• Dataset Synergies: While the CICIDS series offered a robust baseline for high-volume 

traffic anomalies, the BHKSU dataset was instrumental in refining the model’s ability 

to detect internal host-based transgressions, such as unauthorized privilege escalation. 

• A Hybrid Requirement: The research confirms that a monolithic detection system is no 

longer viable. Instead, a layered architecture—one that mirrors the multi-stage nature 

of the APT lifecycle itself—offers the highest probability of early intervention. 

The research work done and how it maps to the research gap is given in Table 1. 

 

 

 

 

 

 

 

 



9 
 

Table 1. Mapping Research Gap to Proposed Frameworks 

Research Gap Existing Approaches Limitations of Existing 

Approaches 

Addressed By (Proposed 

Methodology) 

1. Efficiency 

vs. Accuracy 

Trade-off  

(Need for 

lightweight, fast 

detection) 

Deep Learning & 

Hybrids:  

Studies like (CNN-

LSTM) and (Deep 

Learning Survey) 

demonstrate high 

accuracy using 

complex neural 

networks. 

Computational Cost:  

These models require 

heavy GPU resources 

and suffer from high 

latency, making them 

unsuitable for real-time 

detection on resource-

constrained devices (e.g., 

IoT gateways). 

Swift KNN Framework  

A hybrid algorithm combining 

LDA for dimensionality 

reduction with sampling-based 

KNN to maximize speed 

without sacrificing accuracy. 

2. Lack of 

Holistic 

Spatiotemporal 

Analysis  

(Need to see the 

"full picture" 

over time) 

Graph-Based 

Detection:  

Approaches like 

(Log2Vec) and  

(PROGRAPHER) use 

graphs to map 

connections between 

system entities. 

Fragmented Views:  

Most existing models 

look at either the 

network topology 

(spatial) or the sequence 

of events (temporal) in 

isolation. They often fail 

to capture the "low-and-

slow" evolution of an 

attack across both 

dimensions 

simultaneously. 

S-TGNN-AE Framework  

A Spatiotemporal Graph 

Neural Network Autoencoder 

that fuses provenance data with 

network flow to capture 

complex, multi-stage attack 

patterns. 

3. The 

"Semantic 

Gap" in 

Explainable AI  

(Need for 

actionable, 

understandable 

alerts) 

Basic XAI & 

Mapping:  

Research like (XAI 

Review) and (TTP-

Hunter) applies 

SHAP/LIME or maps 

logs to MITRE 

ATT&CK. 

Lack of Context:  

Current XAI tools 

provide technical 

explanations (e.g., 

"Feature X > 0.5") that 

are meaningless to a 

strategic analyst. 

Automated mapping 

tools often lack the 

reasoning to explain why 

an event fits a specific 

attack stage. 

XAI-APT Framework  

An interpretable pipeline that 

translates technical model 

outputs directly into strategic 

MITRE ATT&CK tactics (e.g., 

"Lateral Movement"), bridging 

the semantic gap. 

4. Class 

Imbalance & 

False Positives  

(Need to 

prioritize real 

threats) 

Data Augmentation:  

Techniques like 

(GANs) and (Cost-

Sensitive Learning) 

attempt to balance 

datasets by generating 

fake data or adjusting 

weights. 

Noise & Overfitting:  

Generating synthetic data 

(GANs) can introduce 

noise, leading to false 

alarms. Basic cost-

sensitive methods often 

reduce overall accuracy 

to catch rare attacks, 

creating a "trust gap" 

with analysts. 

XAI-CSL Framework  

Integrates cost-sensitive 

learning specifically tuned to 

minimize high-risk False 

Negatives while using XAI to 

validate and rapidly dismiss 

False Positives. 
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Future Work 

While this study establishes a multi-dataset detection framework, the evolving threat 

landscape suggests three critical areas for future research: 

• Cloud-Native and Hybrid Environments: Future models should adapt to AWS, 

Azure, and containerized architectures (Docker/Kubernetes). This includes 

monitoring microservice-to-microservice traffic and using "drift detection" to identify 

threats within ephemeral, cloud-based environments. 

• Resource-Constrained IoT: To protect Industrial Control Systems (ICS), research 

must develop "edge-based" filtering and lightweight tracking. These methods should 

identify lateral movement without overwhelming the limited power and memory of 

IoT sensors. 

• Adversarial Machine Learning Resilience: Future work should investigate 

"Adversarial Training" to protect the system from data poisoning. This ensures APT 

actors cannot intentionally manipulate system logs to mask malicious behaviour as 

normal administrative activity. 
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